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e C#

using System;

using System.IO;

using System.Net;

using System.Security.Cryptography;

using System.Text;

namespace Cyberbiz

{

public class ApiTest

{

public static void Main(string[] args)

{
Console.WritelLine("===== Get Example =====");

TryGet();

COnSOle.WriteLine("::::::::::::::::::::::::::::::::::::

COnSOle.WriteLine("::::::::::::::::::::::::::::::::::::

Console.WritelLine("===== Post Example =====");

TryPost();

private static void TryGet()
{

string userName = "apidemo";

string secret = "apidemo";

string httpMethod "GET";

string apiUrlBase "https://api.cyberbiz.co";

string apiUrlPath "/vl/products”;

string headers = "x-date request-line";

string apiUrl = apiUrlBase + apiUrlPath;




Uri uri = new Uri(apiUrl);

string dete = DateTime.Now.ToUniversalTime().ToString("r");
Console.WritelLine("===== x-date =====");

Console.WritelLine(dete);

Console.WritelLine("==========");
string rline = httpMethod + " " + apiUrlPath + " HTTP/1.1";
Console.WritelLine("===== request-line =====");

Console.WritelLine(rline);

Console.WritelLine("==========");

string sig _str = "x-date: + dete + "\n" + rline;
Console.WriteLine("===== sig str =====");
Console.WritelLine(sig str);

Console.WritelLine("==========");

UTF8Encoding encoding = new UTF8Encoding();

byte[] keyByte = encoding.GetBytes(secret);

HMACSHA256 hmacsha256 = new HMACSHA256(keyByte);

byte[] messageBytes = encoding.GetBytes(sig_str);

byte[] hashmessage = hmacsha256.ComputeHash(messageBytes);

string signature = Convert.ToBase64String(hashmessage);

string authorization = string.Format("hmac username=\"{@}\",
algorithm=\"hmac-sha256\", headers=\"{1}\", signature=\"{2}\"", userName,
signature);

Console.WritelLine("===== authorization =====");

Console.WritelLine(authorization);

Console.WritelLine("==========");

HttpWebRequest webRequest = (HttpWebRequest) WebRequest.Create(uri);
webRequest.Method = httpMethod;
webRequest.Headers.Add("Authorization"”, authorization);

webRequest.Headers.Add("X-Date", dete);

headers,




WebResponse webResponse;

Stream dataStream;

StreamReader reader;

string responseFromServer;

try

{

}

webResponse = webRequest.GetResponse();
dataStream = webResponse.GetResponseStream ();
reader = new StreamReader (dataStream);
responseFromServer = reader.ReadToEnd ();
Console.WriteLine("===== Done " + httpMethod + "
Console.WriteLine (responseFromServer);
Console.WritelLine("==========");

reader.Close();

webResponse.Close();

catch (System.Net.WebException e)

{

Console.WritelLine("===== Exception =====");
Console.WritelLine(e);
Console.WritelLine("=====");

Console.WritelLine(e.Message);

dataStream = e.Response.GetResponseStream ();
reader = new StreamReader (dataStream);
responsefFromServer = reader.ReadToEnd ();
Console.WritelLine(responseFromServer);
Console.WritelLine("==========");

reader.Close();

private static void TryPost()

{

string userName = "apidemo";

string secret = "apidemo";




string httpMethod

"POST";

string apiUrlBase

"https://api.cyberbiz.co";

string apiUrlPath "/vl/products”;

string headers = "x-date request-line digest";

string apiUrl = apiUrlBase + apiUrlPath;

Uri uri = new Uri(apiUrl);

string dete = DateTime.Now.ToUniversalTime().ToString("r");
Console.WritelLine("===== x-date =====");

Console.WritelLine(dete);

Console.WritelLine("==========");
string rline = httpMethod + " " + apiUrlPath + " HTTP/1.1";
Console.WritelLine("===== request-line =====");

Console.WritelLine(rline);

Console.WritelLine("==========");

string body =

Uri.EscapeUriString("title=testcs&handle=testcs&published=true&price=100");

byte[] bytes = Encoding.UTF8.GetBytes(body);

SHA256Managed hashstring = new SHA256Managed();

byte[] hash = hashstring.ComputeHash(bytes);

string digest = "SHA-256=" + Convert.ToBase64String(hash);
Console.WriteLine("===== digest =====");

Console.WritelLine(digest);

Console.WritelLine("==========");

string sig str = "x-date: " + dete + "\n" + rline + "\n" + "digest:
digest;

Console.WriteLine("===== sig str =====");

Console.WritelLine(sig str);




Console.WritelLine("==========");

UTF8Encoding encoding = new UTF8Encoding();

byte[] keyByte = encoding.GetBytes(secret);

HMACSHA256 hmacsha256 = new HMACSHA256(keyByte);

byte[] messageBytes = encoding.GetBytes(sig_str);

byte[] hashmessage = hmacsha256.ComputeHash(messageBytes);

string signature = Convert.ToBase64String(hashmessage);

string authorization = string.Format("hmac username=\"{@}\",
algorithm=\"hmac-sha256\", headers=\"{1}\", signature=\"{2}\"", userName,
signature);

Console.WritelLine("===== authorization =====");

Console.WritelLine(authorization);

Console.WritelLine("==========");

HttpWebRequest webRequest = (HttpWebRequest) WebRequest.Create(uri);
webRequest.Method = httpMethod;
webRequest.Headers.Add("Authorization", authorization);
webRequest.Headers.Add("X-Date", dete);
webRequest.Headers.Add("Digest", digest);

webRequest.ContentType = "application/x-www-form-urlencoded";

using (Stream st = webRequest.GetRequestStream())

{
st.Write(bytes, 9, bytes.Length);

WebResponse webResponse;

Stream dataStream;

StreamReader reader;

string responseFromServer;

try

{
webResponse = webRequest.GetResponse();
dataStream = webResponse.GetResponseStream ();
reader = new StreamReader (dataStream);
responsefFromServer = reader.ReadToEnd ();

Console.WriteLine("===== Done " + httpMethod + " =====");

headers,




}

Console.WriteLine (responseFromServer);
Console.WritelLine("==========");
reader.Close();

webResponse.Close();

catch (System.Net.WebException e)

{

Console.WritelLine("===== Exception =====");
Console.WritelLine(e);
Console.WritelLine("=====");

Console.WritelLine(e.Message);

dataStream = e.Response.GetResponseStream ();
reader = new StreamReader (dataStream);
responsefFromServer = reader.ReadToEnd ();
Console.WriteLine(responseFromServer);
Console.WritelLine("==========");

reader.Close();
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® Phyton

import time
import hmac
import hashlib
import base64

import requests

username = 'apidemo’

secret = b'apidemo'’

print('===== Get Example =====")
http_method = 'GET';

url base = 'https://api.cyberbiz.co'
url path = '/v1l/products’

headers = 'x-date request-line’

url = url base + url_path

x_date = time.strftime('%a, %d %b %Y %H:%M:%S GMT', time.gmtime())

pr‘lnt( 'z===== X—date :::::I)

print(x_date)

pr‘int( I::::::::::I)

rline = http_method + ' ' + url path + ' HTTP/1.1'
print('===== request-line =====")

payload = 'page=1&per_page=50&offset=0"




sig str = 'x-date: ' + x_date + '\n' + rline

print('===== sig str =====")

print(sig_str)

print('==========")

dig = hmac.new(secret, msg=sig str, digestmod=hashlib.sha256).digest()

sig = base64.bb64encode(dig).decode()

auth = 'hmac username="' + username + '", algorithm="hmac-sha256", headers=""' +
headers + '", signature="' + sig + '"'

print('===== authorization =====")

print(auth)

print('=s=========")

request_headers = {'X-Date': x_date, 'Authorization': auth}
r = requests.get(url, headers=request_headers, params=payload)

print('===== Done ' + http_method + ' =====")

print('===== POST Example =====")
http_method = 'POST';

url base = 'https://api.cyberbiz.co'
url path = '/vl/products’

headers = 'x-date request-line digest'

url = url base + url_path

x_date = time.strftime('%a, %d %b %Y %H:%M:%S GMT', time.gmtime())

print(x_date)
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rline = http_method + ' ' + url path + ' HTTP/1.1'

print('===== request-line =====")

©
)]

<
'_l
(]
[«J)
Q.
1}

'title=testpy&handle=testpy&published=true&price=100"
digest = 'SHA-256="' + base64.b64dencode(hashlib.sha256(payload).digest())

sig str = 'x-date: ' + x_date + '\n' + rline + '\n' + 'digest: ' + digest
print('===== sig str =====")

print(sig_str)

print('==========")

dig = hmac.new(secret, msg=sig str, digestmod=hashlib.sha256).digest()
sig = base64.bb64encode(dig).decode()

auth = 'hmac username="' + username + '", algorithm="hmac-sha256", headers="' +
headers + '", signature="' + sig + '"'

print('===== authorization =====")

print(auth)

print(‘'==========")

request_headers = {'X-Date': x_date, 'Digest': digest, 'Authorization': auth,
‘Content-Type': 'application/x-www-form-urlencoded'}
r = requests.post(url, headers=request_headers, data=payload)

print('===== Done ' + http_method + ' =====")
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e PHP

<?php

$username = 'apidemo’;

$secret = 'apidemo’;

echo('===== Get Example ====='_PHP_EOL);

$ch = curl init();

$http method = 'GET';

$url base = 'https://api.cyberbiz.co';
$url path = '/vl/products’;

$headers = 'x-date request-line’;

$url = $url base.$url path;

$x_date = gmdate("D, d M Y H:i:s", time())."' GMT';
echo('===== x-date ====='.PHP_EOL);
echo($x_date.PHP_EOL);

echo('=========="'_PHP_EOL);

$rline = "$http method $url path HTTP/1.1";

echo('===== request-line ====='_,PHP_EOL);
echo($rline.PHP_EOL);
echo('=========="_PHP_EOL);

$payload = 'page=1&per_page=50&offset=0";
$url = "$url?$payload”;

$sig_str = "x-date: $x_date\n$rline”;
echo('===== sig str ====='.,PHP_EOL);
echo($sig str.PHP_EOL);
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echo('=========='.PHP_EOL);

$sig = base64_encode(hash_hmac('sha256', $sig str, $secret, true));
$auth = "hmac username=\"$username\", algorithm=\"hmac-sha256\",

headers=\"¢$headers\", signature=\"$sig\"";

echo('===== authorization =====',PHP_EOL);
echo($auth.PHP_EOL);
echo('==========".PHP_EOL);

$get_header[] = "X-Date: $x_date";
$get_header[]
curl_setopt($ch, CURLOPT_HTTPHEADER, $get_header);
curl setopt($ch, CURLOPT_RETURNTRANSFER, true);
curl setopt($ch, CURLOPT_URL, $url);

$data = curl exec($ch);

curl close($ch);

"Authorization: $auth”;

echo('===== Done '.$http_method.' =====".PHP_EOL);
echo($data.PHP_EOL);

echo('=========="_.PHP_EOL);

echo( '=========-======—==—=—============" . PHP_EOL) ;
echo( '=========-======—==—=—============" . PHP_EOL) ;
echo('===== POST Example ====='_,PHP_EOL);

$ch = curl init();
$http method = 'POST';

$url base = 'https://api.cyberbiz.co';
$url path = '/vl/products’;
$headers = 'x-date request-line digest';

$url = $url base.$url path;

$x_date = gmdate("D, d M Y H:i:s", time())."' GMT';
echo('===== x-date =====".PHP_EOL);




echo($x_date.PHP_EOL);
echo('=========="'_.PHP_EOL);

$rline = "$http method $url path HTTP/1.1";

echo('===== request-line ====='_,PHP_EOL);
echo($rline.PHP_EOL);
echo('=========="'_PHP_EOL);

$params = [
"title' => 'testphp',
"handle' => 'testphp’,
'published' => 'true',
"price' => 100
15
$payload = http_build_query($params);
$digest = "SHA-256=".base64_encode(hash('sha256', $payload, true));

$sig _str = "x-date: $x_date\n$rline\ndigest: $digest”;

echo('===== sig str ====='.,PHP_EOL);
echo($sig str.PHP_EOL);
echo('=========='.PHP_EOL);

$sig = base64_encode(hash_hmac('sha256', $sig str, $secret, true));
$auth = "hmac username=\"$username\", algorithm=\"hmac-sha256\",

headers=\"¢$headers\", signature=\"$sig\"";

echo('===== authorization ====='_,PHP_EOL);
echo($auth.PHP_EOL);
echo('=========="_PHP_EOL);

$post_header[] = "X-Date: $x_date";
$post_header[] = "Digest: $digest”;
$post_header[]
curl setopt($ch, CURLOPT_HTTPHEADER, $post header);
curl setopt($ch, CURLOPT_RETURNTRANSFER, true);

"Authorization: $auth";
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curl setopt($ch, CURLOPT_POST, true);

curl setopt($ch, CURLOPT POSTFIELDS, $payload);

curl setopt($ch, CURLOPT_URL, $url);
$data = curl exec($ch);

curl close($ch);

EChO( '===== Done ' -$http_meth0d. ===
echo($data.PHP_EOL);

echo( '==========" . PHP_EOL);

?>

' .PHP_EOL);
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